Honest organizations won’t call,
email, or text to ask for your personal
information, like your Social Security,
bank account, or credit card numbers.
If you get an email or text message
from a company you do business with
and you think it’s real, it’s still best not
to click on any links. Instead, contact
them using a website you know is
trustworthy. Or look up their phone
number. Don’t call a number they gave
you or the number from the caller ID.

RESIST THE PRESSURE TO

ACT IMMEDIATELY.

Honest businesses will give you time
to make a decision. Anyone who
pressures you to pay or give them your
personal information is a scammer.

KNOW HOW SCAMMERS

TELL YOU TO PAY.

Never pay someone who insists that
you can only pay with cryptocurrency,
a wire transfer service like Western
Union or MoneyGram, a payment app,
oragiftcard. And neverdepositacheck

P STOP AND TALK TO

SOMEONE YOU TRUST

Before you do anything else, tell
someone—a friend, a family member,
a neighbor—what happened. Talking
about it could help you realize it’s a
scam.

REPORT SCAMS TO THE FTC

If you were scammed or think you saw
a scam, tell the FTC at:

ReportFraud.ftc.gov
Or by calling:
1-877-FTC-HELP
(1-877-382-4357)
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How to Avoid

and send money back to someone.
Neverfeed moneyintoacryptocurrency
machine to pay someone.

Fraud Aware, P.O. Box 34, Ephrata PA 17522
Phone/Text: (844) 740-2790

Fax: (717) 222-5266

Email: info@FraudAware.us

Web: www.FraudAware.us
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FOUR SIGNS THAT
It's a Scam

Scammers PRETEND to be from
an organization you know.

Scammers often pretend to
be contacting you on behalf of the
government. They might use a real
name, like the FTC, Social Security
Administration, IRS, or Medicare, or make
up a name that sounds official. Some
pretend to be from a business you know,
like a utility company, a tech company, or
even a charity asking for donations.

They use

- technology to

(( )) change the phone
@ number that appears

RS on your caller ID.
CALLING So the name and

o number you see

might not be real.

Scammers say—
there’'s a PROBLEM or a PRIZE.

They might say you’re in trouble
with the government. Or you owe money.
Or someone in your family had an
emergency. Or that there’s a virus on your
computer.

Where no counsel is, the people fall: but in the multitude of
counsellors there is safety. Proverbs 11:14

Some scammers say there’s a Scammers tell you to
problem with one of your accounts and PAY in a specific way.

that you need to verify some information.
They often

" Others will lie

* a I B insist that you can e

* *: money in a lottery or only pay by using
‘ cryptocurrency,

sweepstakes but have
. wiring money

to pay a fee to get it.
through a company like MoneyGram or
Western Union, using a payment app,
Scammers PRESSURE
you to act immediately.

or putting money on a gift card and then
giving them the numbers on the back of
the card.

Some will send you a check (that
will later turn out to be fake), then tell you
to deposit it and send them money.

Scammers want
you to act before you
have time to think. If
you’re on the phone,
they might tell you not
to hang up soyou can’t
check out their story.

- HOW TO
Avoid a Scam

They might threaten to arrest
you, sue you, take away your driver’s or
business license, or deport you. They
might say your computer is about to be
corrupted.

p BLOCK UNWANTED CALLS AND
TEXT MESSAGES.

Take steps to block unwanted calls
and to filter unwanted text messages.

IMMEDIATE REACTION NEEDED SEPARATION REFLECTIVE DIALOGUE

STOP! DISCONNECT! RECONSIDER! p DON'T GIVE YOUR PERSONAL
IDJII\ 9 e OR FINANCIAL INFORMATION
W_. IN RESPONSE TO A REQUEST
Physically & Emtionally B> ink tnis through? THAT YOU DIDN'T EXPECT.
Take a breath. Step away from the source
Halt the immediate reaction. of tension. Unplug from the Discuss options calmly with
Avoid impulsive decisions. emotional current. a trusted person.

Give yourself time and space. Think about the outcome.



